
From PKI to 
Digital Trust

How Asian CAs Can Continue To 
Lead the Digital Era



IDENTITY 1.0

Service Provider = Identity Provider



IDENTITY 2.0

Service Provider separates from Identity Provider
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OFFLINE



This Photo by Unknown Author is licensed under CC BY-SA-NC

Playing the online lottery

Age verification user scenario
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https://www.mathisintheair.org/wp/2018/05/numeri-azzardo-e-dea-bendata-giocare-con-la-probabilita/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
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The Triangle Of Trust
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Context1.0

Issuer
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Attribute SharingIdentity Verification Access granted

Wallet Managed Services for Relying Parties3.0 |

Enabling Trust Between Wallets and Service Providers



3.1 |
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Certificate Authorities: The Wallet 
Intermediary Opportunity

Wallet Connector / Intermediary

CA AS THE WALLET INTERMEDIARY
• Simplifying integration
• Ensuring interoperability
• Managing trust and security
• Coordinates interactions such as: 

• Identity verification 
• Credential presentation 
• User consent flows 

• Enhancing scalability 

NATIONAL TRUST AUTHORITY / ROOT CA
• Wallet accreditation
• Issuer accreditation
• Trust registry
• Governance

ASIA PKI CONSORTIUM
• Asian Wallet Trust Framework
• Regional Trust Registry
• Cross-border trust agreements



16



The Triangle Of Trust – Secured By IN Groupe
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Our proposition3.0

Issuer

Issues

Holder

Presents

Verifier

Validates
Trusts

Key challenge:
• Securely translating national 

sovereignty into the digital realm

IN Groupe’s value add:
• Seamless bridging of physical 

and digital
• 500 years of state-level 

security and trust

Key challenge:
• Balancing utility and security

IN Groupe’s value add:
• +20 years of experience in inclusive design
• Proven track record of high utility and high security solutions 

Key challenge:
• Accepting digital identities 

without complex integration 
or AML risks

IN Groupe’s value add:
• Dynamic trust orchestration
• Continuous compliance

Trusts



WHITE LABEL PLATFORM 

Portals for admin & end-user

User Registry Identity Database

Digital Wallet

API

Security compliance

Integration to 3rd party systems

SDK API

IN Digital Identity Platform

Identity verification
Issuer & Relying 

Party Services
PKI
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IDENTITY

  3.0

WELCOME



The Next Chapter 
Of PKI



Tejas Lagad

Director – Asia, Middle East, Africa

Tejas.Lagad@ingroupe.com



IN Groupe’s Digital ID platform: Main features
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Digital ID Platform

Core Services, Reporting, Dashboarding – Deployment models: SaaS, On Premise

Digital Wallet

Wallet lifecycle 
management

Credential & 
Attestation 

management

Identity Proofing & 

Verification

Traceability & 
History 

management

eSignatures and 

digital Seals

Issuer Services Relying Party 

Services
PKI

ID Verification 
Chip documents

Simple, Advanced 
and Qualified 

signatures

Credential 
issuance

Verifier app and 
SDK

Certificate 
Authority

Online credential 
validation

Proximity 
credential 
validation

Credential 

presentation

Document 
authenticity check

Biometric 
validation incl. 

liveness
Qualified archiving

OCSP Responder

Timestamp Server

Credential lifecycle 
management

Customised wallet 

application

Wallet activation
ID Verification 

non-chip 
documents

Third-party 
database 

connectivity

eID & Wallet 
federation

Timestamping

Certified Qualified 
Trust Service 

Provider (QTSP)

eID Brokering

Remote Signing 
Service

Registration 
Authority

Admin and self-
service interfaces

Managed wallet 
services

Visible Digital Seal 
(VDS)
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